VWWhere do Bugs
Come From!

Andreas Zeller
Saarland University

A\
N

o

poghr”

» "‘"“‘Mnmwww A
g




bug.c

double bug(double z[], int n) {
inti, j;

=0
for (] =0; ) <n;j++) {
l=i+]+1;
z[i] = z[i] * (z[O] + 1.0);
}

return z[n];

}



Mama bug, papa
bug, they all go
back to the
mother of all
bugs...

Where does this bug

come from!?




The First Bug

(September 9, 1947)
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How to Debug

(Sommerville 2004)

Locate Design Re-test

error error repair program
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® O ©® Boskoop: bug (~/tmp/bug) <zeller.zeller> — bash — 80x24 — 3£1
% 1s

bug.c

$ gcc-2.95.2 -0 bug.c

gcc: Internal error: program ccl got fatal signal 11
Segmentation fault

s I

What is the cause
of this failure?

Mama bug, papa bug, they
all go back to the mother of
all bugs...




Counterfactual
Causality

Actual world

Y

Alternate
world

Effect does occur

Causes



bug.c

double bug(double z[], int n) {
inti, j;

=10
for (] =0; ) <n;j++) {
l=i+]+1;
z[i] = z[1] * (z[0] + 1~
}

return z[n];

}



empty.c




Causes as Differences

Actual world

Y

Alternate

Cause: world

bug.c

bug.c: GCC crashes




Actual Causes

“The” cause (actual cause) is a minimal difference

Actual cause




Isolating Causes

double bug(double z[], int n) {




Isolating Causes

double bug(double z[], int n) {
inti, j;

=ik




Isolating Causes

double bug(double z[], int n) {
inti, j;

=10
for (] =0; ) <n;j++) {
l=i+]+1;
z[i] = z[1] * (z[0] + 1~
}



Isolating Causes

double bug(double z[], int n) {
inti, j;

=10
for (] =0; ) <n;j++) {

TR e 2 o

z[i] = z[1] * (z[O] + 1.0);
}

} \

Actual cause narrowed down




Isolating Causes

double bug(double z[], int n) {
inti, j;




Isolating Causes

double bug(double z[], int n) {
inti, j;

=10
for (] =0; ) <n;j++) {
l=i+]+1;
z[i] = z[1] * (z[0] + 1~
}



Isolating Causes

double bug(double z[], int n) {
inti, j;

=10
for (] =0; ) <n;j++) {
l=i+]+1;
z[i] = z[1] * (z[O] + 1.0);
}

} /

Actual cause of the GCC crash




Isolating Causes

Alternate world

NN

Test Q ?

Mixed world



Isolating Causes
Alt

“+ I.O”

Test Q ?

Mixed world



Delta Debugging

®Delta Debugging isolates failure causes
automatically:

®Inputs: | of 900 HTML lines in Mozilla
®Code changes: | of 8,721 code changes in GDB

®Threads: | of 3.8 bln thread switches in
Scene.java

®Messages: 2 of 347 Java method calls

®Fully automatic + purely test-based




& Java - SystemUtilsTest. java - Eclipse SDK [Z|E]E]
File Edit Source Refactor Mavigake Search Project Rum Window  Help
£ - #%-0-Q- | BFG-|®F - 5] - - 7 [oResource | & ave

Package Explorer Erﬁ Jdnit 23 = O || [] systemlitilsTest java &3 ||
Fimished after 0,047 seconds 4T # + Copyright 2003,2004 The Apache Software Foundation.[] AE

i |
{I’? ‘G % EED = package ordg.apache.contmons. landg:

Funs: 16/16 H Errors: 0 B Failures: 1
“import java.io.File:

_ import java.lang.reflect.Constructor:

B Failures EIE e import java. lang.reflect.Modifier:

g testConstructor - arg, apache.cd & Revert all failure-inducing changes

Are you sure wou want to revert all Failure-inducing changes?

Failure-inducing changes X

Al changes (200}

Failure Trace :::E - ¥ Failure-inducing changes (2)

A g - —l-l== srcfiavajorglapache)commons/lang) ystemUtils, java (1)
junikseamehiorReserkionh: aledkrmor:iexpecked My Old skart: 1069 | Mew start: 1069 | &dded: 4 | Removed: 3

at org.apache . commons.lang. SystemtisTest. +- (2= srcfrestiorgapachecommaons langiSystemtils Test, java (1)
at sun. reflect, MativeMethodAccessorImpl.invo

at sun.reflect, MativeMethodAccessorImpl.invo
at sun.reflect, DelegatingMethodAccessar Impl,
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Automated Test
—> Automated Debugging



From Defect to Failure

|. The programmer creates a
defect in the code.

L Variables
L X}
2. When executed, the 1619“
defect creates an infection. b
3. The infection propagates. @J"
4. The infection causes a v
failure. S
o —L"'1 N
Z8 -
This infection chain must be s v

traced back — and broken.




Tracing Infections

® For every infection, we must find the earlier
infection that causes it.

® Program analysis tells us possible causes
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Tracing Infections
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Causes in State

Sane state

causes GCC to crash!
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Search in Space

Sane state

Mixed state




cpass E—

0 5 10 15 20 25 30 35 40 45
Tests executed



cpass E—

Deltas

0 5 10 15 20 25 30 35 40 45
Tests executed



Search in Space

Sane state

Mixed state




Search in Space

Sane state

Mixed state




Search in Time

Passing run

<PLUS node>

<PLUS node> —




Search in Time

Passing run

~ Tlinkfid[0].tx—fd[0].rtx == link




Search in Time

Passing run




Why Transitions?

Each failure cause in the program state
is caused by some statement

These statements are executed
at cause transitions

Cause transitions thus are
statements that cause the failure




All GCC Transitions

Location New cause at transition

<Start> argv[3]

toplev.c:4755 name

toplev.c:2909 dump_base name

c-lex.c:187 finput—_ 10O _buf base

c-lex.c:1213 nextchar

c-lex.c:1213 yyssa[41]

c-typeck.c:3615  yyssa[42]

c-lex.c:1213 last_insn—fld[ | ].rtx—...—fld[ | ].rtx.code
c-decl.c:1213 sequence_result[2]—...—fld[]].rtx.code

combine.c:427 |

x—fld[0].rtx—fld[0].rtx




combine.c

if (GET_CODE (XEXP (x, 0)) == PLUS {
X = apply_distributive_law
(gen_binary (PLUS, mode,
gen

2 lines out of 338,000

XEXP (X, 1)))); S
if (GET_CODE (x) |= MULT) O

return Xx;

} Should be copy_rtx()



Implementations

C Java | Python

Web service +

command line Eclipse plug-in Module

24 months |2 months 2 days







Isolating Relevant Calls

—B »
Random sequence

of 28 operations

<init>
insert(Coin(25))
insert(Coin(10))

insert(Coin(25))
insert(Coin(25))
vend()
Event log contains vend()

32 interactions

Minimal set to reproduce
the failure: 7 interactions




Mining Call Sequences

<init> add() i ad?d()
remove() remove()




The Traffic Principle

T rack the problem
R eproduce

A utomate

F ind Origins

F ocus

| solate

C orrect
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combine.c

if (GET_CODE (XEXP (x, 0)) == PLUS {
X = apply_distributive_law
(gen_binary (PLUS, mode,
gen

What is the cause
. of this error?

XEXP (x, 1)))); S
if (GET_CODE (x) |= MULT) O

return Xx;

} Should be copy_rtx()







Problem and system information

516 +9108

ncl

3.8.98
eraion: 1
I LWork

Please describe what youw were doing when the problem happened:

Your report will help Apple improve this software. Your personal information is not semt
with this n rt. You will not be acted in respomnse to this report. For Apple product
support, visit www.apple.comfsuppon or contact your Apple dealer.



Map bugs to
code locations




What is the cause

of these errors!?




s it the Developers!?

Does

experience
matter?




s it History!?

| found lots o
bugs here.

Will there be
more!




How about metrics!?

Do code metrics

correlate with
bug density!?




Uh. Coverage!

Does test
coverage

correlate with
bug density!?




Ah! Language features?

Are gotos

harmful?




Ok. Problem Domain?

Which

tokens do
matter?




Eclipse Imports

71% of all components importing compiler

show a post-release defect

import org.eclipse.jdt.internal.compiler.lookup.*;
import org.eclipse.jdt.internal.compiler.*;

import org.eclipse.jdt.internal.compiler.ast.”;
import org.eclipse.jdt.internal.compiler.util.;

import org.eclipse.pde.core.”;

import org.eclipse.jface.wizard.”;
import org.eclipse.ui.”;

4% of all components importing ui

show a post-release defect

Joint work with Adrian Schréter « Tom

b



Eclipse Imports

Correlation with failure

Correlation with success



Prediction

@ defect @ no defect




Software Archives

contain full record of project history
maintained via programming environments

automatic maintenance and access

freely accessible in open source projects

-
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should | test most?”’




ow long will it take
to fix this bug?”




Specs m

IS requirement Is
risky”

- 5



















Amount of Effart [lhra)

Studies

Rosenberg, L. and Hyatt, L. “Developing An Effective Metrics Program”
European Space Agency Software Assurance Symposium, Netherlands, March, 1996
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Assistance

ene Java - StandardSourcePathProvider.java - Eclipse Platform
e : _:-_-'-':__-'51}3'!'.::1"';.,' | "-i'(iz'!;"" 3 | | LT R o T &')ava [[Resource
| 1 Package Explorer ™ o =B Ir J} 'StandardS-::urcePathPravider.jéva & = B8
- i% 1 else {
v U} StandardSourcePathProvider.java I entrips = r-ucm.-cr'l{un.Lir*cl-'mh(cs-lr'u]ur'u-.ion. TlavaLaunchCanfigurationConstants . ATTR_SOURCE_PATH);
» (& StandardSourcePathProvider | }
» [J} VYMRunnerConfiguration.java 1.3 | return entries;
> JiVMStandinjava 1.12 (ASCIH -ko) : 3
1 package.html 1.3 (ASCH -ko) (™ :
» R org.eclipse.jdtlaunching.soug
» [ org.eclipse.jdt.launching.sou on) throws CoreException {
# sup port
=4 JRE System Library JVM 1.4.2 (M
= doc
lib
= META-INF
schema
= SCripls
_jabouthtml 1.10 (ASCH -ko)
a4 build.properties 1.13 (ASCH -kg
_jcomponent.xml 1.2 (ASCH -kkvi
java.policy.applet 1.1 (Binary) -
| plugin.properties 1.19 (ASCII -K Y
g pluginuxml 1.51 (ASCI -ko) - -
(3 r3_0_changes.html 1.4 (ASCH -| = S S
s a '
I Risky Locations 3 i C - o
i —.-w Entry.OTHER g
Element Risk- [l & 7 1.12 4/7/04 9:01 PM darin Bug 29890 - Debug Platform Source Lookup Facilites E
i e ol : o o 1.10 1/29/04 9:38 PM darin Bug 34297 - allow a launch configuration classpath to be "default plus”
L B v B 18 10/23/03 3:48 AM  darin Fallback fix for bug 44877
® " inializeProviders 0.¢747¢ v v 1.7 10/22/03 9:18 PM  Ibourlier  Bug 44877 - Wrong JDK source lookup if Compile-]DK <> Debug-JDK
= abort 0.7272
dispose 0.7000 —
init 0.6000 allow a launch configuration classpath to be "default plus® C Bug 34297 - allow a launch configuration classpath to be “default plus”
» S translate 0.5555 5 3
| often want to launch a program using its default classpath plus one or two
m cleanup 0.5000 || additional jars or directories. The first time this is easy - just turn on i
@ glaunch 0.4545 | the "use default classpath” checkbox, then turn it off and add the additional v

'L:i Writable Smart Insert B5:1
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